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Overview 

Risk analysis for traditional systems security engineering is based on well-
defined system and component boundaries. In comparison, assessing the 
risk of cyber-attacks against systems-of-systems (SoS) poses unique 
challenges. Cyber assessments for SoS are faced with complex, 
hyperconnected environments and a diverse set of technology domains with 
unique architectures, protocols, and embedded technologies.   

 

The MITRE ATT&CK® framework, a globally accessible knowledge base of adversary tactics, 
techniques, and procedures (TTP), enables organizations to effectively assess risks, identify 
security gaps and eliminate vulnerabilities. However, the diverse and complex cyber risk 
challenges in SoS environments require a tool that systematically leverages the Enterprise, 
Mobile, and Industrial Control System (ICS) ATT&CK matrices simultaneously to provide an 
effective evaluation.  Additionally, as ATT&CK documents TTPs based on real world 
observations, embedded systems and real-time operating systems are not addressed in the 
existing ATT&CK matrices due to a lack of open reporting of cyber-attacks on those 
technologies.  

 

To address these challenges, MITRE created a concept called Platform Independent Vectors of 
Techniques (PIVOT), designed to connect multiple ATT&CK matrices based on potential 
adversary TTPs overlaid on SoS components. PIVOT also identifies the PIVOT points, or 
components that translate the data from one protocol format to another (e.g., TCP/IP to MIL-
STD 1553B).  These PIVOT points are seldom understood or enumerated, leaving gaps in SoS 
cyber assessments that could allow an adversary to laterally move across technology domains 
undetected.   

 

The multidisciplinary PIVOT effort included a gap analysis of the application of ATT&CK 
matrices to embedded systems, the creation of a new threat matrix, the design of an informed 
decision methodology, and validation of this methodology through a real-world use case.  

Technical Approach 

A gap analysis of the ATT&CK Enterprise, Mobile, and ICS matrices was undertaken to identify 
the disparities when applied to embedded system environments. The three matrices were 
combined into a single matrix and each tactic and technique were assessed for their 
applicability. The TTPs relevant to embedded systems were consolidated into a new matrix 
called the Embedded System Tactics, Techniques, and Procedures Matrix (ESTM).  The gap 
analysis also revealed the need for a tool capable of assessing multiple cyber threat matrices in 
relation to each other and a methodology for a conducting a cross-cutting assessment of 
multiple technology domains.   

PIVOT Methodology 

The PIVOT methodology and ESTM were designed to seamlessly integrate into cyber 
assessments by enhancing attack path discovery and identifying what steps could be taken to 
detect, prevent, or mitigate cyber-attacks by breaking the adversary’s attack lifecycle throughout 
SoS environments.  
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The steps in the PIVOT methodology are shown below: 

1. Conduct mission decomposition 
2. Conduct system decomposition 
3. Identify mission-critical components and identify components that act as PIVOT points 
4. Map attack paths from mission critical component to entry access points and identify the 

adversarial behavior and TTPs that could be used to perform a cyber-attack 
5. Determine what steps could be taken to break the cyber-attack path 

PIVOT Use Case 

 

The PIVOT methodology development process started with identifying a real-world use case, 
the TRITON ICS attack, to model a baseline methodology.  The TRITON use case depicts 
adversary behaviors described using MITRE ATT&CK tactics and techniques spanned multiple 
ATT&CK matrices within a storyboard format (Ref. Appendix A)1.  Examples like this exhibit the 
growing understanding of adversaries leveraging SoS integration to their advantage, by pivoting 
across technology domains. 

 

The TRITON use case, derived from multiple open sources, demonstrates how leveraging 
PIVOT as a methodology to integrate multiple cyber threat matrices, enables the proactive 
identification of potentially unknown attack paths into and within critical operational systems.  
The TRITON storyboard depicts adversary behaviors, using MITRE ATT&CK for Enterprise 
Tactics and Techniques, to show how the adversary gained a foothold in the IT infrastructure 
initially and then pivoted to the ICS environment.  At which point, the depiction of the 
adversary’s behavior also changed and was described using MITRE ATT&CK for ICS. Each 
step that the adversary took is described in the TRITON storyboard by correlating tactics and 
techniques correlated to system components. 

 

While current cyber assessments focus on well-defined system and component boundaries 
within specific technology domains, PIVOT seeks to identify weaknesses across those 
boundaries to provide a more holistic picture of how adversaries may identify and exploit 
vulnerabilities of these systems.  

Summary 

PIVOT seeks to integrate multiple ATT&CK matrices and the Embedded System TTP Matrix to 
identify PIVOT points and generate cross-technology domain attack paths during cyber threat 
assessments in SoS environments.  PIVOT is meant to fill a niche area commonly overlooked in 
cyber vulnerability assessments and is designed to act as a force multiplier with existing tools, 
capabilities, or methodologies. Users can take advantage of ATT&CK tools and resources to 
integrate PIVOT into their specific use-case.  If you’re interested in learning more about PIVOT, 
please contact pivot@mitre.org.   

 

 

 
1 Multiple open sources.  See Reference List. 

mailto:pivot@mitre.org
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Appendix A TRITON ICS Cyber Attack Depiction Using PIVOT 

 

Figure A-1. TRITON ICS Cyber Attack Depiction Using PIVOT 
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