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PIVOT Background

Concept to depict the blending of multiple technologies commonly
B Traditional risk analysis focuses on well- found within a SoS and to correlate the corresponding threat matrix

defined boundaries, while systems-of- SRS SN S
systems (SoS) involve complex,
hyperconnected environments with
diverse architectures, protocols, and
embedded technologies, making cyber
risk assessment more challenging.

ATT&CK for Enterprise Embedded System Threat Matrix

= MITRE developed the PIVOT concept to
connect multiple threat matrices, identify
critical PIVOT points (e.g., gateway
components), and address gaps in SoS ATT&CK for Mobile
cyber assessments, enabling better == =
detection of adversary lateral

movements across technology domains
(i.e., IT to OT).
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Addressing Utilization of Multiple Threat Matrices

Platform : : EMBEDDED
Independent : :
Vectors
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Techniques

Embedded System Threat
Matrix

PIVOT

A Cyber Attack Path Analysis
for System of Systems

Attack path across a system-of-systems requires use of multiple threat
matrices to observe how an adversary must conform their behavior to the
environment they seek to effect.
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PIVOT Defined

A methodology that identifies or discovers
the points in a system-of-systems that
could be used to bridge between
technology stacks, and the associated
techniques an attacker would use to
cross those bridges.

Used in combination with digital
engineering tools, adversary technique

knowledge bases like ATT&CK, and
system architecture diagrams.

Applicability for analysts, system
defenders, acquisition community, system
owners.

Integrate with CTI, TTP Based Hunting,
and risk assessment to build a synergistic
and comprehensive analysis.
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PIVOT Defined

Conduct mission decomposition to identify mission critical functions (i.e., MRAP-C, FMA-C, STPA-Sec).
Conduct system decomposition (i.e., ASSURANT, MRAP-C, CMTA).
I[dentify mission critical components that if affected, would impact the system’s ability to execute its mission.
» ldentify terrain or components that act as “PIVOT points” or bridge technology boundaries.
4. Map Attack Paths from Mission Critical Component to Entry Access Point.
 For each cyber action that could cause mission failure:
a) Analyze and identify the techniques an adversary could use to accomplish that action
b) For each technique, determine prerequisites for techniques on that system (e.g., Access,
Credentials, Information)
c) If all pre-requisites are now outside the system boundaries (e.g., internet access, no credentials)
« Attack path is complete, repeat process for next mission failure scenario
d) If not,
» For each pre-requisite, return to (a) and repeat.
5. Determine what steps could be taken to block or mitigate effects, tactics, and techniques along the attack

path.

W=

Core Principles
PIVOT Points Multiple Technologies “Z to A” Attack Path Analysis
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ATT&CK for Enterprise

Support Equipment

-y

A

v
Removable media

8

Personal/Government Devices

* Smartphones
* Tablets
» Laptops

|

Targeting systems

Industrial control
systems

Identify friend
or foe systems

Database

Sourc

ATT&CK for Mobile

-

Mission
Computer

‘@‘P

PIVOT Storyboard: Notional Aircraft
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ATT& CK TTPs
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T1091:
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The Fusion of Technology for Aviation

= Complex environments such
as an airport require the fusion
of multiple technologies,
connections and data
pathways.

Embedded Systems

Radar and radio tower images: Wikipedia.com

= Leverage the
appropriate threat
matrix to analyze
cyber risk to a
system or
component.

Plan the Flight Before the Flight

Information Technology

= Fuse together an attack path that
crosses technology stacks.
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PIVOT Use Case: 2017 TRITON ICS ATTACK

" Engineered for Destruction: TRITON is one of most dangerous threat activity
publicly known.
" The malware was intentionally developed to compromise and disrupt industrial
safety instrumented systems (SIS), which are designed to prevent loss of life
and environmental damage.

= Danger Lies in TRITON Potential: The malware framework was highly tailored,
and while challenging to scale, it provides a blueprint of how to target SIS and

similar systems.
= The tradecraft is scalable and publicly available, even if the malware code

changes.

= Currently Active: The Russian threat actor XENOTIME/TEMP.Veles remains

active.
= Evidence indicates that the threat actors are using some of the same digital

tradecraft to target victims in North America.
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TRITON Campaign Overview

" The multi-stage malware campaign was extremely stealthy and was only uncovered
because the attackers made a mistake that triggered the safety system, shutting down
the plant.

" Following the initial compromise of the IT system, the threat actor harvested credentials to aid with
lateral movement across the DMZ to reach the SIS engineering workstation (OT system).

" Exploited a buffer overflow vulnerability to install a Remote Access Trojan (RAT).

" Using the RAT, they exploited a zero-day privilege escalation to elevate read, write, and execute
privileges.

" The threat actors had planned to manipulate the speed of the components to cause an explosion but
triggered a failed safe state and shut down the plant.

MITRE I
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PIVOT Storyboard (Detailed): TRITON
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PIVOT Storyboard: Generic Space System
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PIVOT Storyboard: MITRE eCTF 2021
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PIVOT Storyboard: Generic Aircraft Platform

Ground Support System EMBEDDED

= g

ENTERPRISE

Removable
Media

ENTERPRISE EMBEDDED
MITRE 15

© 2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-02548-2.




Combined Storyboard: PIVOT (ATT&CK & ESTM) + D3FEND
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PIVOT Cyber Threat & Countermeasure Storyboard Template
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For more information email the PIVOT team at:
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