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▪ What is the Embedded System Threat Matrix?

▪ Challenges of Cybersecurity for Non-IT Systems

▪ Current Cybersecurity Paradigm

▪ Analyzing Cybersecurity Risk for Non-IT Systems

▪ The History of ESTM

▪ Why ESTM Was Created

▪ Leveraging ESTM

▪ Platform Independent Vectors of Techniques (PIVOT)

▪ PIVOT and ESTM Use Case

▪ The Fusion of Technology for Aviation

▪ Common Use Cases

▪ ESTM Next Steps

Today’s Topics
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What is the Embedded System Threat Matrix?

▪ The MITRE-developed Embedded 
Systems Threat Matrix (ESTM ) is a 
purpose-built framework to address 
embedded system vulnerabilities 

▪ Inspired by the MITRE Adversarial 
Tactics, Techniques, and Common 
Knowledge (ATT&CK®) framework

▪ Like ATT&CK, ESTM provides a 
structured approach categorizes 
adversarial tactics and techniques 
specific to embedded systems
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Sample ESTM Tactics and Techniques
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ESTM Tactics

• Reconnaissance

• Initial Access

• Execution

• Persistence

• Privilege Execution

• Defense Evasion

• Credential Access

• Discovery

• Lateral Movement

• Collection 

• Command and Control

• Exfiltration

• Impact

214 Techniques
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Challenge: Current Cybersecurity Paradigm

What we are missing…
• Serial Bus

• Real-Time Operating System

• Radio

• Program Logic Controller

• Cyber Physical

Risk

IT 
Controls

Policy

RMF

CVE
CWE

Scans

Controls
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Challenge: Analyzing Cybersecurity Risk for Non-IT Systems

Cybersecurity 

Risk Analysis

Not 

Standardized

IT Compliance 

Driven

Silos of 

Excellence Limited inclusion of 

Operational 

Technology (OT)
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The MITRE ATT&CK framework is 

increasingly being used by the 

community as a common way to 

describe adversary behavior.

ATT&CK is a globally-accessible 

knowledge base of adversary tactics 

and techniques, developed by MITRE 

based on real-world observations 

of adversaries’ operations.

ATT&CK
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Enterprise

Mobile

ICS

Combined

Filter for 

embedded

Umm...this is not a 

weapon system 

framework.

Embedded System Threat Matrix

ATT&CK gap analysis for 

embedded environments

Why ESTM Was Created

Build us ATT&CK for 

weapon systems*

* There is no ATT&CK for weapon systems
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Platform Independent Vectors of Techniques (PIVOTTM)

Attack path across a system-of-systems requires use of multiple threat 

matrices to observe how an adversary must conform their behavior to the 

environment they seek to effect.
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PIVOT Use Case
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PIVOT & ESTM Notional Scenario

ATT&CK TTPs

T1195: Supply 

Chain 

Compromise

T1091: 

Replication 

Through 

Removable 

Media

T1570: Lateral 

Tool Transfer

ESTM TTPs

EST000140:

System 

Interface 

Traversal via 

Serial 

Interface

EST000204:

Impair 

Process via 

Modified 

System 

Tasking
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Information Technology

Embedded Systems
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The Fusion of Technology for Aviation

Critical 

Infrastructure

Radar and radio tower images: Wikipedia.com
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Common Use Cases
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Framework & Tool Integration
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ESTM Next Steps

• Mitigations & Countermeasures

• Defense Gap Analysis

Community & Innovation 

• Collaborate & Share

• Expand Use Cases & Tooling

• Storyboard Creation

Operational & Real-World Use

Industry & Academia Partners

D3FENDEMB3D

• Create Secure Solutions



© 2026 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-02548-3.

For more information email the ESTM team at: ESTM@mitre.org

Or 

Visit https://estm.mitre.org/

mailto:ESTM@mitre.org
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